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Subject

FERMI W2K OU Managers User Guide

Summary

This guide should be read by all FERMI OU (Organizational Unit) Managers. It is assumed the reader of this document is familiar with Windows 2000 and Active Directory. 

ROLES

One of the major features of a Windows 2000 domain is the ability to define various administrative controls of the Active Directory. By default, Domain administrators have privileges over the entire domain.

The FERMI domain has been structured based upon Division/Sections and major Experiments. A root level OU is created for each Division/Section and major experiment. Control of these root level OUs is managed by various ‘OU Managers’ as defined by their Division/Section or major experiment. Domain Administrators and OU Managers have the following key responsibilities:

Domain Admins – The Domain administrators are responsible for the initial setup of the domain controllers, OU structures and are responsible for the backup and restore of the Active Directory. Domain Administrators are also responsible for the maintenance of the OU Managers control OUs and global groups used to manage the root level OUs.

OU Manager – The OU Manager will be given full control of their respective OU. Managers are given the ability to execute the following tasks within their own OU:

· Move users 

· Move Users from the New_Users OU into their own OU

· Create and update GPOs 

· Create and delete sub OUs

· Delegate administration 

· Perform all of the same functions as OU Admins

· Managers by policy, are not allowed to create or delete user accounts

The OU Managers have the authority to define various OU administrative levels within an OU. By default, we have created several administrative levels for each root level OU. The OU Manager can either use these pre-defined controls or implement their own controls. OU Managers by policy are not allowed to grant levels of control that would allow non OU managers the ability to create/delete user accounts. OU Managers can only designate xxx-admin and xxx-service accounts (with proper approval) for admin level controls.

OU Admin - 
The OU Admin is given limited control of the OU. OU Admins are given the ability to execute the following tasks within their own OU:

· Add/delete machine accounts

· Define and update printer and data share definitions

· Manage most fields of user accounts

· Admins are not given the ability to move users 

In addition to the above referenced levels of administration, the domain admins have defined additional special sub OU admin groups that can be used to help define limited OU admin controls to various administrators within your organization. By default, OU Admins are members of all of these groups, except OU GPOs group.
OU Computers 

· Allows the creation/deletion of computer accounts 

OU Data Shares

· Allows the ability to define and update Data Share definitions within the Active Directory for your own OU

OU GPO 

· Allows the creation/deletion/application of Group Policy Objects within your own OU
OU Join Computer 

-      Allows the ability to join computers to the FERMI domain

OU Printers 

· Allows the ability to define/update printer definitions within Active Directory for your own OU.

OU PW Reset

-     Allows the ability to reset passwords for user accounts within your own OU.

Job Function






Responsible groups

Computer accounts in an OU




Manager, Admin, Computer


Printer Definitions in an OU




Manager, Admin, Printer

Data Share definitions in an OU



Manager, Admin, Data Share

Join Computer






Manager, Admin, Join Computer    

Reset Passwords on User accounts in an OU


Manager, Admin, PW Reset

Create/maintain GPOs




Manager, GPO

Manage User accounts




Manager, Admin

Reset Passwords of Admin accounts of an OU

Manager

Move Users within the OU




Manager

Create Sub OUs





Manager

Delegate control of the OU




Manager

Backup/Restore of Active Directory



Domain Admin  

Reset Passwords of Master accounts



Domain Admin

OU_CONTROLS MANAGEMENT

The various OU controls are defined by setting the security permissions on OUs such that they define what users/groups have authority to perform the various roles. By using several special root level OUs and global security groups, management of this structure is easy to update as different employees are given new responsibilities or job duties. 

· The OU_Managers OU can only be modified by the Domain Admins

· The OU_XX_Manager can reset their own password

· The OU_xx_ Manager global groups are managed by the Domain Admins

· The ‘accounts’ container that houses the individual ‘Manager’ admin accounts, are limited to Domain Admin administration. This area is used to store the special ‘xxx-mgr’ accounts, which are given to individuals that have OU Manager responsibility.

Various global groups are pre-defined for each top level (division/section/major experiment)  OU. These groups are maintained in sub OUs of the OU_Controls OU. The ‘Manager’ of each root level OU will have permissions to update these global groups and add additional global groups for their respective top level OU.

· The OU_Admin_Controls OU has sub OUs for each root level OU

· Only the OU manager of a particular root level OU has access to the designated sub OUs within the OU_Admin_Controls OU

· Each sub level of the OU_Admin_Controls OU has a container called ‘Accounts’, which can be used to house the various xxx-admin accounts used by OU administrators

The following global groups are created within each sub level of the OU_Admin_Controls OU:

· Xx_OU_Admin

· Xx_OU_Computers

· Xx_OU_Data_Shares

· Xx_OU_Global_Groups

· Xx_OU_GPOs

· Xx_OU_Join_Computers

· Xx_OU_Printers

· Xx_OU_PW_Reset

By default, the xx_OU_Admin group is also a member of all of the above groups, except for the xx_ou_GPOs.

For example - only the BD_OU_Manager can add/delete members of the BD_OU_Admins group. A sub OU is created in each level called Accounts. It is recommended that the `Manager` should place the ‘admin’ accounts of the various admin level users into this container. Only the `Manager` of the particular OU will have access to this area. By placing the ‘admin’ accounts in this container, only the `Manager` will be able to administer password control of the admin accounts.

ILLUSTRATION

The ‘OU_Admin_Controls’ OU contains containers called ‘XX_Admins’ and an Accounts container.  Within the Accounts container are the xxxx-admin accounts.
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The  `OU_Managers` container has the various global security groups for all of the 

‘OU_ Managers’ and a container called Accounts. Only Domain Admin has access to this area. The Accounts container will house all of the ‘admin’ accounts of the ‘OU_Managers’. Only the domain Admin and self are permitted to change the passwords of the ‘OU_Managers’
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Besides the ‘OU_Managers’ container, there is a container for each top level OU. Each of these containers has several global groups that can be used to define the various OU Administrative roles. Only the ‘OU Managers’ of that particular OU has control of this area. An additional container called ‘Accounts’ is defined, and ‘Manager’ can move ‘admin’ accounts into this area to limit the ability of password resets of the admin accounts. Only the ‘Manager’ has the permission to change membership of these global groups.
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Policies and Rules

OU Managers basically have ‘full’ control of the security permissions within their OU, which enables an OU Manager the ability to move users within their OU. By policy, OU Managers are not permitted to create and or delete users accounts. This action is audited and the OU Manager will be contacted if an account creation/deletion is detected.

OU Managers also have the ability to alter the security permission settings within their OU. OU Managers, by policy, are not to alter the permissions in such a way as to:

· Block domain administrators access

· Provide permissions to allow an administrator or general user account the ability to create/delete user accounts.

· Block the ability of the special add_users global group access to updating specific fields of all user accounts

· Provide admin access privledges to non ‘admin’ level accounts

· Disallow authenticated users ‘Read’ and ‘List’ access to the objects in the Active Directory.

In the event OU Managers do need to modify the security permissions on their OUs, minimally, the permissions must include the following:

Account Operators (FERMI\Account Operators)


Create/Delete Computer Objects – This Object Only


Create/Delete Group Objects – This Object Only

Create/Delete User Objects – This Object Only

Add_Users (FERMI\Add_Users) – if modified CNAS updates will fail

List Contents - This Object Only

Read Permissions – This Object Only

Grant write ability using the ADSI editor 

Write accountExpires

Write canonicalName

Write City

Write Comment

Write Company

Write Country

Write Country Abbreviation

Write countryCode

Write Department

Write Description

Write Display Name

Write DisplayNamePrintable

Write Division

Write E-Mail Address

Write Employee ID

Write First Name

Write Initials

Write Job Title

Write Last Name

Write Middle Name

Write name

Write Name

Write Pager Number

Write Post Office Box

Write postalAddress

Write State/Providence

Write Street Address

Write Telephone Number

Write Title

Write ZIP/Postal Code

Administrators (FERMI\Administrators)

Read/Write/Create All Child Objects - This Object and all Child Objects

Authenticated Users


Read – This Object Only



(List Contents, Read All Properties, Read Permissions)

XX_OU_Admin (FERMI\XX_OU_Admin)

List Contents - This Object and all Child Objects

Read All Properties - This Object and all Child Objects

Write All Properties - This Object and all Child Objects

Read Permissions - This Object and all Child Objects

Create/Delete Shared Folder Objects - This Object and all Child Objects

Create/Delete Printer Objects - This Object and all Child Objects

Create/Delete Group Objects - This Object and all Child Objects

Create/Delete Computer Objects - This Object and all Child Objects

Reset Password – User Objects

Change Password – User Objects

Enterprise Admins (WIN\Enterprise Admins)


Full Control - This Object and all Child Objects

Pre-Windows 2000 Compatible Access (FERMI|\Pre-Windows 2000 Compatible Access)


List Contents - This Object and all Child Objects


List Contents – User Objects

Read All Properties – User Objects 

Read Permissions – User Objects

List Contents - Group Objects

Read All Properties – Group Objects

Read Permissions – Group Objects

Print Operators (FERMI\Print Operators)


Create/Delete Printer Objects – This Object Only

SYSTEM


Full Control – This Object Only

New Users

When new users are created by the CNAS process, the accounts are placed in the NEW_Users root level OU. There are sub OUs based on the Divisions/Section/Major Experiment root level OUs. Only the OU Managers and Domain Administrators can move accounts from the New_Users OU into other OUs. Once the user account has been moved, the OU Manager can delegate control of the account to OU Admins within his/her OU.

De-activating User Acounts

If a user has terminated or reassigned their employment with the lab, the account is to be disabled and moved to the special root level OU called Blackhole. OU Admins have the ability to ‘disable’ a user account, but only OU Managers have the ability to move the user account into/out of the Blackhole container. User accounts are never deleted from the Active Directory.

In the event of a security incident, OU Managers and/or Domain Administrators maybe requested to disable a user account and place it into the ‘Alcatraz OU container. Only the Domain Administrators can move accounts out of Alcatraz, and only after approval from Computer Security.

Restore of Active Directory and AD objects

Regular backups are performed on the Active Directory. These backups are maintained by the Domain Administrators. Only the Domain Administrators have the ability to perform authoritative restores upon the active directory. The design of the backup/restore tools allows Domain Administrators to restore from an OU level object. At this time, the tools do not allow us to restore individual objects (such as a specific user account, or global security group). The tools do allow us to restore missing objects from an OU, but if changes are also made to related objects in the selected OU, those changes may be backed out if the backup used for the restore is made before changes were made to the objects in the OU.
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