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Subject

FERMI W2K OU Administrators User Guide

Summary

This guide should be read by all FERMI OU (Organizational Unit) administrators and OU Managers. It is assumed the reader of this document is familiar with Windows 2000 and Active Directory. 

ROLES

One of the major features of a Windows 2000 domain is the ability to define various administrative controls of the Active Directory. By default, Domain administrators have privileges over the entire domain.

 The FERMI domain has been structured based upon Division/Sections and major Experiments. A root level OU is created for each Division/Section and major experiment. Control of these root level OUs is managed by various ‘OU Managers’ as defined by their Division/Section or major experiment. Domain Administrators and OU Managers have the following key responsibilities:

Domain Admins – The Domain administrators are responsible for the initial setup of the domain controllers, OU structures and are responsible for the backup and restore of the Active Directory. Domain Administrators are also responsible for the maintenance of the OU Managers control OUs and global groups used to manage the root level OUs.

OU Manager – The OU Manager will be given full control of their respective OU. Managers are given the ability to execute the following tasks within their own OU:

· Move users 

· Move Users from the New_Users OU into their own OU

· Create and update GPOs 

· Create and delete sub OUs

· Delegate administration 

· Perform all of the same functions as OU Admins

· Managers by policy, are not allowed to create or delete user accounts

The OU Managers have the authority to define various OU administrative levels within an OU. By default, we have created several administrative levels for each root level OU. Your ‘xxxx-admin’ account maybe one or more of the following administrative privileges. Please consult with your designated OU Manager for details:

OU Admin - 
The OU Admin is given limited control of the OU. OU Admins are given the ability to execute the following tasks within their own OU:

· Add/delete machine accounts

· Define and update printer and data share definitions

· Manage most fields of user accounts

· Admins are not given the ability to move users from one OU to another

In addition to the above referenced levels of administration, the domain admins have defined additional special sub OU admin groups that can be used to help define limited OU admin controls to various administrators within your organization. By default, OU Admins are members of all of these groups, except OU GPOs group.

OU Computers 

· Allows the creation/deletion of computer accounts 

OU Data Shares

· Allows the ability to define and update Data Share definitions within the Active Directory for your own OU

OU GPO 

· Allows the creation/deletion/application of Group Policy Objects within your own OU
OU Join Computer 

-      Allows the ability to join computers to the FERMI domain

OU Printers 

· Allows the ability to define/update printer definitions within Active Directory for your own OU.

OU PW Reset

-     Allows the ability to reset passwords for user accounts within your own OU.

Job Function






Responsible groups

Computer accounts in an OU




Manager, Admin, Computer


Printer Definitions in an OU




Manager, Admin, Printer

Data Share definitions in an OU



Manager, Admin, Data Share

Join Computer






Manager, Admin, Join Computer    

Reset Passwords on User accounts in an OU


Manager, Admin, PW Reset

Create/maintain GPOs




Manager, GPO

Manage User accounts




Manager, Admin

Reset Passwords of Admin accounts of an OU

Manager

Move Users within the OU




Manager

Create Sub OUs





Manager

Delegate control of the OU




Manager

Backup/Restore of Active Directory



Domain Admin  

Reset Passwords of Master accounts



Domain Admin

OU_CONTROLS MANAGEMENT

The various OU controls are defined by setting the security permissions on OUs such that they define what users/groups have authority to perform the various roles. By using several special root level OUs and global security groups, management of this structure is easy to update as different employees are given new responsibilities or job duties. 

· The OU_Managers OU can only be modified by the Domain Admins

· The OU_XX_Manager can reset their own password

· The OU_xx_ Manager global groups are managed by the Domain Admins

· The ‘accounts’ container that houses the individual ‘Manager’ admin accounts, are limited to Domain Admin administration. This area is used to store the special ‘xxx-mgr’ accounts, which are given to individuals that have OU Manager responsibility.

Various global groups are pre-defined for each top level (division/section/major experiment)  OU. These groups are maintained in sub OUs of the OU_Controls OU. The ‘Manager’ of each root level OU will have permissions to update these global groups and add additional global groups for their respective top level OU.

· The OU_Admin_Controls OU has sub OUs for each root level OU

· Only the OU manager of a particular root level OU has access to the designated sub OUs within the OU_Admin_Controls OU

· Each sub level of the OU_Admin_Controls OU has a container called ‘Accounts’, which can be used to house the various xxx-admin accounts used by OU administrators

The following global groups are created within each sub level of the OU_Admin_Controls OU:

· Xx_OU_Admin

· Xx_OU_Computers

· Xx_OU_Data_Shares

· Xx_OU_Global_Groups

· Xx_OU_GPOs

· Xx_OU_Join_Computers

· Xx_OU_Printers

· Xx_OU_PW_Reset

By default, the xx_OU_Admin group is also a member of all of the above groups, except for the xx_ou_GPOs.

For example - only the BD_OU_Manager can add/delete members of the BD_OU_Admins group. A sub OU is created in each level called Accounts. It is recommended that the `Manager` should place the ‘admin’ accounts of the various admin level users into this container. Only the `Manager` of the particular OU will have access to this area. By placing the ‘admin’ accounts in this container, only the `Manager` will be able to administer password control of the admin accounts.

ILLUSTRATION

The ‘OU_Admin_Controls’ OU contains containers called ‘XX_Admins’ and an Accounts container.  Within the Accounts container are the xxxx-admin accounts.
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The  `OU_Managers` container has the various global security groups for all of the 

‘OU_ Managers’ and a container called Accounts. Only Domain Admin has access to this area. The Accounts container will house all of the ‘admin’ accounts of the ‘OU_Managers’. Only the domain Admin and self are permitted to change the passwords of the ‘OU_Managers’
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Besides the ‘OU_Managers’ container, there is a container for each top level OU. Each of these containers has several global groups that can be used to define the various OU Administrative roles. Only the ‘OU Managers’ of that particular OU has control of this area. An additional container called ‘Accounts’ is defined, and ‘Manager’ can move ‘admin’ accounts into this area to limit the ability of password resets of the admin accounts. Only the ‘Manager’ has the permission to change membership of these global groups.
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Admin Tools

The main tool used by OU administrators is the GUI interface called “Active Directory Users and Computers”. This GUI interface is run via the MMC (Microsoft Management Console) interface.

The tool can be obtained from the W2K Server CD, I386 Directory.  You will need to install the AdminPak.msi.  After installing the AdminPak . . .

· Launch the console by typing mmc at the run menu.

· As seen below you will be presented with a Console Root
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· Go to the Console pulldown and choose Add/Remove Snap-in…

· Click on Add, then choose Active Directory Users and Computers then click Add, click OK, then OK again.

· You should see the picture below with Active Directory Users and Computers listed under the Console Root
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· Use the console pull down menu again and save the .msc to your hard drive.  

Now you will need to run the tool from your xxxx-admin account.

· Create a shortcut to the runas command (%windir%\system32\runas.exe).  Put this in a spot that is easily accessible.

· Modify the shortcut to execute the xxxx.msc console file that you just saved.
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The entire Target path as shown is:

C:\WINNT\system32\runas.exe /user:FERMI\cbruce-admin "mmc.exe C:\tools\Console1.msc"

· Double click on the shortcut that you just made.  You will be prompted with a dos box.
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Put in your OU admin password and your console that you saved will come up with the privileges defined under your OU admin account.

As OU Admin you might have the ability to execute one or more of the following within your OU structure

· Disable/enable user accounts

· Reset passwords

· Create/delete computer accounts

· Create/delete/modify global groups

· Create/delete/enable/disable GPO’s

· Join Computers to domain

· Create/delete printers

· Create/delete data shares

Below is an example of Enabling an Account.  You will also see that Resetting a password is in the same menu.

Right click on the users account and enable account and set password. 
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Right click on the users account and enable account and set password.
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Computer accounts are created by right clicking in the proper section of your OU and choosing New -> Computer 

[image: image13.png]4 Active Directory Users and Computers

I

dow

e

| aton yew || & o [E[m| X &

2 e@avas

ree |

Computers_5 objects

550 fermiin fral.gov

@@ B

& 855

Buitin

=& o

@ e

(&) Cloned_Global_Groups
(&) Cloned_users

@

ST Delegate Cotrol,
S oo, Addmembersto a grou
ey Mo
@ Privers_Find

Computers

@ Delete
@om Renane
(&2l Domain Cor Refresh
&@esH Export s,
&l Fess

LostandFoL
@ s
& misc

el

<

=&l Users e
e ks
&l 50 view

& cor New Window from Here:

Fouansea_Ppetes |

Name

Trzee

T escrption

Developer
E-Mail_Center
General
Public_Desktops
Servers

D CTTe—

> Contact
Group
Organizational Uit
Printer

»

User
Shared Folder

Organizational it
Organizational it
Organizational it
Organizational it
Organizational Uit





Create computer object
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Optionally, change the group name that can be used to join the computer to a domain. By default, only the members of the xx_OU_join_computers and the xxxx-admin account that created the computer account will be able to join the computer to the domain. Optionally, change from ‘Default:Domain Admins’ to whom ever you want to grant the ability to join this computer to the domain

Global groups are created/modified in much the same way, by right clicking in the proper area of your OU and choosing what you need to do.

NOTE - Names of machine accounts and global groups should adhere to the naming convention.  Names must be prefixed by your OU name.  CD-44556, FESS-12345
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